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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: Isteinhart@telecorncounseLcom

Pursuant to 47 C.F.R. § 64.2009(e), Business Network Long Distance, Inc. hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

L ce J.M. Steinhart
Attorney for
Business Network Long Distance, Inc.

Enclosures
cc: Brian H. Curtiss
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I, Brian H. Curtiss, President ofBusiness Network Long Distance, Inc., certifY that I am
an officer of the company named above, and acting as an agent of the company, that I
have personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the Commission's CPNI rules. See 47 C.F.R §
64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how Business Network Long Distance, Inc.'s procedures ensure that the company is in
compliance with the requirements set forth in Section 64.2001 et seq. of the
Commission's rules.

Name: Brian H. Curtiss
Title: President

FCC Annual Filing
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Business Network Long Distance, Inc. has not taken any actions (proceedings
instituted or petitions filed by a company at either state commissions, the court system, or
at the Commission against data brokers) against data brokers in the past year. Companies
must report on any information that they have with respect to the processes pretexters are
using to attempt to access CPNI , and what steps companies are taking to protect CPNI.

Business Network Long Distance, Inc. has not received any customer complaints
in the past year concerning the unauthorized release of CPNI (number ofcustomer
complaints a company has received related to unauthorized access to CPNI, or
unauthorized disclosure of CPNI, broken down by category or complaint, e.g., instances
of improper access by employees, instances of improper disclosure to individuals not
authorized to receive the information, or instances of improper access to online
information by individuals not authorized to view the information).

Signed =-:--,:=-:::--:--::_-;-:- _
Brian H. Curtiss, President

FCC Annual Filing
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Exhibit A

Business Network Long Distance, Inc.

Compliance Requirements



Seetlon 6402005

•

Business Network Long Distance, Inc.
1400 Sixteenth Street, Suite 400

Denver, Colorado 80202

Compliance Requirements

Business Network Long Distance, Inc. ("Company") maintains the following operating procedures to ensure
compliance with the requirements set forth in Section 64.2001 at seq. of the Commission's rules.

Us. of ""stomer proprietary ••twork Information witbout c.stomer
approvaL

(a) Any telecomllJUllicatiOllS cattier may USO, disciose, or p.rmit aco... to CPNl for the purpose of
providing or marketing ..rvioa offerings among the categories oC servlce (i.•.• local, interexcbange, and
CMRS) to whioh the oustomer already sub....ibes from the same calTi.r. without custom.r approval.

(I) If a telecommunlcatlollS eanier p,ovides dilfe,ent categories oC servioa. and a custom.,
subsaribos to more than one category of service offered by the ClUTI.r. the eerrier is p.rmitted to share
CPNI among the canier'. affiliated entities that provide asenne. olfe,ing to ilie customer.

(2) If a teleconimunicatinns canier provides dlfferent categories of setVice, but a customer do..
uot subscribe 10 mo,e than one olferlog by tbe carrier. Ibe carrier is not p.rmltred to share CPNl with its
affiliates. except as provided in §64.2007(b).

(b) A relecommunicatlnus carrier may not use. disclose. or permit acce.. to CPNI to market to a
'customer .ervice offerings that are within a category oC service to which Ibe subscIiber does not already
subscribe ft'OID that ClUTle,. unI.ss that carrier has custom.r approval to do so. except as <!escn"bed in
paragraph(c) oCthis s..ti.n.

(1) A wireless provid.r may use, dlscl•••• or permit.co..s to CPNL derived from Its provision of
CMRS, without customer approval. for th. provision ofCPE and information service{s). A wireline calTier
may use, dlsclos. or permit access to CPNl derived fr.m its provision of looill excbange servioe .•r
interexchange service. without """orner app,oval. for the provision ofCPE and can answering, voice mail
0' messaging, voice sto,age andretrieval servioes. Cax store and forward, andprolocolconv.rslon.

(2) A teleoommunlcations carrier may oot use. dlsclose, or pennit access to CPNI to Identify or
track customers timt call competing service providers. For exsmple, a I.cal excbange eattl.r may not use
local service CPNI to track all customers that call local service competito,s.

(c) A teleeommuoicatlnus carrier may use, discl.se, or pennit a..... to CPNI. wIthout customer
approval. aa described in lhis paragraph (c).

(I) A teleconunlUlications carrier may use, disclose, or permit access to CPNI, without customer
approval, in its provision of inside wiring installatiou, mainten..... and repair services.

(2) CMRS providers may use, disclose••r permit access to CPNI for the purp.se of condueting
research on ilie heallh effeets ofCMRS.

I



(3) LECs, CMRS providers, and interconnected VolP providers may use CPNI, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed
dialing, computer-provided directory assistance, call monitoring, can tracing, call blocking, call rennn,
repeat dialing, call tracking, can waiting, caller 1.0., call forwarding, and certain Centrex feannes.

(d) A teleconununications carrier may use, disclose, or pennit access to CPNl to protect the rights
_________-"o:;;.r!'p:.:ro~,ofthe carrier, or to protect users ofthose services and other carriers from fraudulent, abusive, or

unlawmrtise of~ or subscription to, such services.

The Company has adopted specific CPNI policies to ensure that, III the absence ofcustomu appruval,
CPNI Is only used by tl'e Compw,y to provide or market service offerings IJ1IlOllg DIe categories Of
service (Le., locaL illterexchange, WId CMlIS) to which the customer already sabscr/bes. The
Company's CPNI pollc/es prall/bit the sharing of CPNI with affiliated companies, except as permitted
under Rule 64.2005(a)(l) or with customer approval pursuant to Rule 64.2007(b). Tl,e only exceptions
to these pol/cks are as permitted under 47 U.S.c. § 222(d) andRule 64.2005.

Section 64.2007 Approval required for usc of customer proprietary uetwork information.

(a) A telecommunications carrier may obtain approval through written, oral or electronic
methods.

(I) A telecommunications carrier ,elying on oral approval shan bear the burden ofdemonstrating
that such approval has been given in compliance with the Conunission's rules in this part.

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPNl obtained by a
telecomnwnications carrier must remain in effect until the customer revokes Or limits such approval or
disapproval.

(3) A teleconununicatiolls carrier must maintain records of approval, whether oral, written or
electronic, for at least one year.

In all clrcumstatlces where customer approval Is requ,rell to use, disclose or permit access to CPNl, the
Company's CPNIpolicks require Dlat the Company obtain customer lTJIproval through wr/Uen, oral or
electronic methods In compliance wiD, Rule 64.2007. A customer's approval or disapproval remalns In
<if.feet until the customer revokes or limits the lTJIproval or disapproval The (;(}mpany malnta/,IS records
ofcustomer lTJIproval (wlleD,er written, oral or electroll/c) for a minimum ofolleyear.

(b) Use of Opt-Out and Opt-In Approval Processes. A telecommunications carrier may, subject
to opt-out approval or opt-in approval, use its customer's individually identifiable CPNI for the pUlopose of
marketing communications-related services to tilat customer. A telecommunications carrier may, subject to
opt-out approval or opt-hI approval, disclose its customer's individually identifiable CPNl, for the purpose
of marketing conununications-related services to that customer, to its agents and its af!i.liates timt provide
communicatiol1s~related services. A telecommunications carrier may also pemlit such person or entities to
obtain access to such CPNl for such purposes. Except for use and disclosure of CPNI that is pennitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otlleTWise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier
may oniy use, disclose, or permit access 10 its L'Uslomer's individually identifiable CPNl subject to opt-in
approval.

The Company does not use CPNI for any purpose (Including marketing commun/cations-related
service.) ami does not disclose or grant access to CPNIto anyparty (including to agm'ts or affiliates that
prOVide communications-related services), except as permitted under 47 U.S.C. § 222(d) and Rule
64.2005.
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section 64.2008 Notice required for use of customer proprietary network information,

•

"

(a) Notifioation, Generally. (1) Prior to any solicitation for customer approval, a
telecominunications carrier must provide notification to the customer ofthe customer's right to restrict use
of, disclose of, and access to that customer's CPNI,

. -:; (2) A telecommunications carrier must maintain records of notification, whether oral, wrilten or
- elecliOntc;l6i· alleast one year,

(b) Individual notice to customers must be provIded when soliciting approval to use, disclose, or
pennlt access to cnstomers' CPNI.

(c) Content ofNotioe. Customer notification mnst provide snfficient infonnation to enable the
customer to make an informed decision as to whether to pennit a carrier to use, disclose, or permit access
to, the customer's CPNI.

(1) The notification must state that the customer has a right, and tbe canier has a duty, under
federal law, to protect the confidelltiality of CPNI.

(2) The notification must specify the types of information that constitote CPNI and tha specific
entities that will receive the CPNI, describe the purposes for which CPNI will be used, and infono the
eustomer ofhis or her right to disapprove those uses, and deny or withdraw access to CPNI at any time,

(3) The notification must advise tbe customer ofthe precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly state that a denial of approval will not affect tbe
provision of any services to which the customer sllbscribes, However, caniers may provide a brief
stalement, in a clear and neutral langnage, describing conseqllences directly resulting from the lack of
access to CPNL

(4) The notification must be comprehensible and must not be misleading.

(5) If wrilteu notification is provided, the notice must be clearly legible, use sufficiently large
,type, and be placed in an area so as to be readily apparent to a cllstomer.

(6) If any portion of a notification is tninslated into another language, then all portions of the
notification must be translated into that language,

(7) A carrier may stale in the notification that the cnsmmer's approval to use CPNI may enhance
the carrier's abiilty to offer products and services taUored to the customers needs. A carrier also may state
iu the notification that it may be compelled to disclose CPNlto any person upon affion,tive wrillen request
by the customer.

(8) A carrier may not include in the uotification any statement allempting to encourage a cnstomer
to freeze tllird.party access to CPNI.

(9) Tbe notification must state that any approval, or denial of approval for the use of CPNI
ontside ofthe service to which the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications carrier's solicitation for approval must be proximate to the
notification ofa cUo'llomer's CPNI rights.

The Company's CPNI policies require that customers be nOlifled Of their rlgllts, and tlte Company's
obligations, with respect 10 CPNlprior 10 any sollcllalion for customer approvaL All required cuslomer
nOlices (whetller wrlrten, oral or electronic) comply witJ. II.e requirements of Rule 64.2008. Tile
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Company maintains recorlls of aU requirell cuswmer notices (whether written, oral or electronic) for a
minimum 0/oneYeflr.

(d) Notice ReqUirements Specific to Opt-Out. A telecommunications carrier must provide
notification to obtain opt-out approval tlll'ough eleetronic or written methods, but not by oral
communication (except as provided in paragraph (f) of this section). The eontents of any snch notification
must comply with the reqnirements ofparagraph (c) ofthis section.

(l) Carriers must wait a 30-day minimum period of time after giving customers notice and an
opportunity to opl-out before assuming cuslomer approval to use, disclose, or permil access to COO. A
carrIer may~ in its discretion) provide for a longer period. CarrIers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(I) In Ihe case of an electronic form of notification, ilie waiting period shall begin to run from ilie
dale on which ilie notificalion was sent; and

(ii) In lbe case of notification by mail, ili. waiting period shall begin to run on the third day
following Ihe date !hal thenotification was mailed.

(2) Carriers using the opt-out mechanism must provide notices to their customers every two
years.

(3) Telecommunications carriers Ihat nse e-mail to provide opt-out notices must comply with the
following requiremetlts in addition to the requirements generally applicable to notification:

(1) Carriers must obtain express, verifiable, prior approval from consumers to send notices via e­
mail regarding their service in general, or CPNI in particular;

(ii) CarrIers must allow customers ro reply directly to e-mails containing CPNI nctices in order to
opto-()ut~

(iii) Op,,"out e-mail notices that are retumed to the carrier as undeliverable must be sent to the
.customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNI notices mnst ensure !hal the &'Ul1ject line oftbe message
clearly and accurately Identifies the subject matter ofthe e-mail; and

(v) Telecommunications carriers must make available 10 every cnslomer a method to opt-out that
is of no additional cost to the cuslomer and thaI is available 24 hours a day, seven days a week. Carriers
may satisfy thi' requirement Ihrough a combination ofmethods, so long as all customers bave the ability to
opt-out at no cost and are able to effecluale that choice whenever they choose.

The Compafly 1I0es not cflrrellt/y solicit "opt out" cuswmer approvalfor the use or dlsclosnre ofCPNL
Tile Compafly 1I0es not use CPNI for aflY purpose (Inclul1lng marketl/lg cOllUllUnicatlons-rewtell
services) anlliloes flOt IIlsclose or grant access to CPNI w any party (iflcluiling to agents or afJ1llates that
proville commufllcattoltS-relatell services), except as permlttell unller 47 U.S.C § 222(d) anll Rule
64.2005.

(e) Notice ReqUirements Specific to Opt-In. A telecommunicalions carrier may provide
notification to obtain opt-in approval through oral, wrillen, or clectronic methods. The contents ofany such
notification must comply with the reqnh'ements ofparagraph (c) of thi' section.

Tile Company 1I0es not currently solicit "opt in" customer approval for tile use or disclosure 0/ CPNL
Tile Compafly 1I0es not rIse, IIlsclose or grant access to CPNI for ally purpose, to any party or ifl any
mam,er tflat WQuid reqUire a customer's "opt ill" approval under the Commission's CPNI Rules.
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(I) Notice Requirements Speoifio to One-Time Use ajePNl. (1) Carriers may use oral notice to
obtain limited, one-time use of CPNI for inbound and outbound customer telephone contacts for the
duration-of the call, regardless ofwhether carriers use opt-out or opt-in approval based au the nature of the
contact.

(2) The contents of auy such notification must comply with the requirements of paragraph (c) of
___________"'th"'i"'s='s"'ect;i7io"'n"',"ex

C1
ce""",pt that telecommunications carriers inayomit any ofthe following notice provisions if not

_. relevant to the lJlnlteause fOr whlcli1lie cartIer seeKs l5l"Nl,

(i) Carriers need not advise customers that if they have opted-out previously, no action is needed
to maintain the opt-out election;

(Ii) Carriers need not advise customers that they may share CPNl with their affiJiatea or third
parties and need not name those entities, if the limited CPNI usage will not result in use by, or disclosure
to, an affiliate or third party;

(Iii) Carriers need not disclose the means bY which a customer can deny or withdraw future access
to CPNI, so long as carriers explain to customers that the scope ofthe approval the carrier seeks is limited
to one-time use; and

(iv) Carriers may omit disclosure of the precise steps a customer must take in O1'(\er to grant or
deny access to CPNI, as long as the carrier clearly communicates that the customer can deny access to his
CPNI for the call.

III iIIstllllces IVhere tile Company seeks olle-tlllle customer approvaljor the Itse or disclosure of CI'NI,
tile ComptlJ/Y obtains slreh approval III accordance IVltit tile disclosures, methods alld requirenumfs
eOnlallled ill Rule 2008(fj•

•
Sectlon 64.2009 Safeguards required for use ofcustomer proprietary networl, information.

(a) Telecommunications carriers must hnplement a system by which the status of a customer's
,ePNI approval Can be clearly established prior to the use ofCPNI.

The COlllJ1aIlY's billing system allolVs authorlted company personnel to easily determine tile status ofa
customer's CPNI approval olllhe cus/omer account screea prIor to the use or disclosure OfCPNI.

(b) Telecommunications carriers must train their persounel as to when they are and are not
anthorized to use CPNI, and carriers must have an express disciplinary process in place.

Tile Company has established CPNI compliance policies tlrot Illclude employee traillillg on restrlottolls
on the use and disclosure of CPNI allfl required safeguards to protect against ullauthorlzed use or
disclosure ojCPNL Employees have slglled that tltey understand tI,e CPNI policies and a vlolatloll oj
tMsepolicies IVUl result III disciplinary aciloll.

(c) All carriers shall maintain a record, electronically or in some other manner, of their own and
their affiliates' sales and marketing campaigns that use their customers' CPNI. All carriers shall maintain a
record of all instances where CPNI was disclosed or provided to third parties, or where third parties were
allowed access to CPNI. The record must include a description ofeach campaign, the specific CPNI that
was used in the campaign, and what products and services were offered as a part ofthe campaign_ Carriers
shall relam the record for a minhnum ofone year.

The Compally's CPNIpolicies require that all sales IlIIdmarketlng campalglls iIIcludlllg tllose utilit/llg
CPNI be recorded alld kept onJlIe for at least one year. Records are also maintailledjar disclosure or
access to CPNI by thirdparties. The records Illclude the required illformatlolllisted III Rule 64.2009(c).
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(d) Tele<:ommumcations cmriers must establish a supervisory review process regarding carrier
compliance with the rules in this subpart for ont-bound marketing situations and maintain records ofcarrier
compliance for a minimum period of one year. Specifically, sales personnel must obtain snpervisory
approval of any proposed out-bonnd mreketing request for customer approval.

The Company's CPNI policies require employees 10 oblain approval from the Company's CPNI
Complial1fl<UiffiC<!r for all marketing camI!1!lgns. Includillg Ihose utilizing CPNI, prior to In/tlatll.g..ll!!,.a~t~ _
campaigu. Record of Iile marketing campaigns, along witl, tile appropriate supervisory approval Is
mainlailledfor at least olleyear.

(e) A telecommunications carrier must have an officer. as an agent of the carrier. sign and file
with the Commission a compliance certificate on an annual basis. The offlcer must state in the certification
that he or she has personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the rules in thJs subpmt. The carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this subpmt. In eddition, ilie carrier must include an explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past yem'
conceming the unauthorized release of CPNI. This filing must be made annually with the Enforcement
Bureau on or before March I in BB Docket No. 06-36, for data pertaining to the previous calendar year.

The required officer certif/CfJtion, acllons taken against datu brokers and summary of customer
complainl documents are included w/tll tilis accompanying statement. Tile Company wlU file tilese
documents on an 0/11.001 basis on or before Marcil I for data pertaining to tire previous calendaryear.

(f) Cmlers must provide written notice within five business days to the Commission of any
instance where the opt-out mechanisms do not work properly, to such a degree that consumers' inability to
opt-out is more ilian an anomaly.

(1) The notice shali be in the form of. letter, and shall include the carrier's name, a description of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will belwas
implemented, whether the relevant state commissiou(s) has been notified and whether it has taken any
actioll, acopy ofthe notice provided to custom.el's, and contact infonnation.

(2) Such notice must be submitted even ifthe carner offers other methods by whioh oonsumers
roay opt-out.

TI,e Company does not currelltly solicit "opt OUI" customer approvalfor tile /lse or dlscws/lre ofCPNI.

Section 64.2010 Safeguards on the disclosure of customer proprietary uetwork information.

(a) Safeguarding CPNI. Telecommunications carriers must take reasonable measures to discover
and protect against attempts to gain unauthorized acceSS to CPNI. Telecommunications carriers must
properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online account access, or an in~store visit.

TI.e Company's CPNI policies and employee training Include reasonable measures to discover and
proteel agaillst activity that Is IndlCfJtlve ofpretextlng and employees are Illstrueled to notifY tile CPNI
Compliance Officer ifany s/lcil activity is suspected.

(b) Telephone access to CPNI. Telecommunications carriers may only disclose call detail
information over the telephone, based on customer-initiated telephone contact. if the customer flfst
provides the carrier wiili a password, as described in paragrsph (e) of this section, that is not prompted by
the carrier asking for readily available biogrsphical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail informetion by
sending It to the customer's eddress of record, or, by calling the customer at the telephone number of
record. If the customer is able to provide cali detail information to the telecommunications carrier during a
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customer-initiated call without the telecommunications carrier's assistance, then the telecommunications
carrier is permitted to discuss the call detail infonnation provided by the customer.

The Company's CPNI policies ensure that a customer is on{p able to access call detail Information over
the telephone In one oJ the ways listed In Rale 64.2010(b). lJ the customer cannot remember their
p«ssword, they are prompted to ans",er a security question. Neither the password tror the security
question are hased on rea.'!!.tx..flvailahle hlographicallnf!!p.!-ation orJ!!?E~!'t iuJorma!loll. eustom,.:::,er ~

serVice representatives are iusltucted to authenticate customers over the relephone .;, all iusiances _ept
in the case where the customer provides dte call detail hiformadon wl11lOul the assistance oJ the
Company.

(c) Online access to CPNI. A telecommunications carrier mnst authenticate a customer without
the use of readily available biographical information, or account information, prior to allowing the
customer online access to CPNl related to a telecommunications service account. Once authenticated, the
customer may only obtain online access to CPNI related ro a telecommunications service account through a
passwnrd, as described in paragraph (e) ofthis section, that is not prompted by the ClUtier asking for readily
available biographical information, or account iuformation.

11te Company's customers do not currently have access to tlleir aCCQunt online.

(d) In-Store access 10 CPNI. A telecommunications carrier may disclose CPNl to a customer
Who, at a carrier's retail location, first presents to the telecommunications carrier or its agent a valid photo
10 matching the customer's account information.

There are no retail locations.

(e) Establishment ofa Password and BacJv.up Authentication Methods Jor Lost or Forgotten
Passwords. To establish a password, ateleeommunications carrier must authenticate the customer wiiliout
the use ofreadily available biographical information, or account information. Telecommunications carriers
may create a back-up customer authentication method lu the event ofa lost or forgotten password, but such
;back-up customer authentication metliod may not prompt the customer for readily available biographical
,;uformation, or aceount information. If a customer cannot provide the con'ect password or the correct
response for the back-up customer authentication method, the customer must establish a new password as
described in this paragraph.

Tile Company's CPNl policies allow Jar a Je", ",ays to establish a pll!1sword, all of whicil ensure
compliance with the above paragritph. Each method alllo allows the customer to estahlisl. a back-up or
security question In the event that tlteyJorget 11.elr password. In ItO event does the Company use readi{p
available biographical InJormallon or account Infomlatlon as a haCk-Up quesdon or as a mealts to
establish a password or autlzenticare the cu.ftomer.

(I) Notification oJ account changes. Telecommunicatious carriers must notilY cusromers
immediately whenever a pa.Cisword1 customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This uotification is not
required when the customer initiates service~ including the selection of a password at service initiation.
n,is notification may be through a carrier-originated voicemail or text message to the telephone number of
reeord, or by mail to the address of record, and must uot reveal the changed iuformation or be sent to the
new account information.

The Company's billing system gelterates a notification letter When allY oJ the fUllds listed iu Rule
64.2010(j) is created or changed. Tile Compally immediately malls out tile notification to the address of
record (never a Itew address) wlten reqUired hy Rule 64.2010(j). The content oJthe notification complies
with the requirements oJRule 64.2010(j).
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(g) Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services they provide
to their business customer that bave both a dedicated account representative and a contract that specifically
addresses the carriers' protection ofCPNI.

Tile Company does not utilize the business customer exception at ti,ls time.

Seetion 64.2011 Notification of customer proprietary network information security
breaches.

•

(a) A tel""onununications carrier shall notify law enforcement of a breach of its customers' CPN!
as provided in this section. The carrier shall not notify its customers or disclose the breach publicly,
whether voluntarily or under state or local law or these rules, until it has completed the process ofnotifying
law enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in no event later than seVen (7) business days, after reasonable
detennination of the breach, the telecommunications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of investigation (FBI) through. central reporting facility.
The Conunission will maintain a link to the reporting facility at http://www.fcc.goy/eb/cpni.

(I) Notwithstanding any state law to the contrary, the carrier shall not notify customers or
disclose the breach to th_public until 7 full business days have passed after notification to the USSS and
the FBI ex.cept as provided in paragraphs (2) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need to notify any class ofaffected
customers sooner than otilerwise allowed under paragraph (1), in order to avoid innnediate and irreparable
harm, it shall so indicate in its notification and my proceed to innnediately notify ils affucted eustomers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agellcy's request to minimize any adverse effects of such customer notification.

(3) If the relevant investigating agency determines that the public disclosure or notice to
icustomers wonld impede or compromise an ongoing or potential criminal investigation or national security,
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30 days. Such
period may be extended by the agency as reasonable necessary in the jndgrnent of the ageney. If such
direction is given, the agency shall notifY the carrier when it appears that public disclosure or notice to
affected customers will no longer impede or compromis. a criminal investigation or national security. The
agency shall provide in writing its initial direction to the carrier, any subsequent ex.tension, and any
notification that notice will no long.r impede or compromise a criminal investigation or national secnrity
and snch writings shall be contemporaneously logged on the same reporting fucility that contains r""ords of
notifications filed by carriers.

(c) Recol'dkeeplng. All carriers shall maintain a record, eleetronically or in some other manner, of
any breaches discovered, notification mede to the USSS and the FBI pursuant to paragraph (b), and
notification made to customers. The record must include, if available, dates ofdiscovery and notification, a
detailed description of the CPNI tbat was the snbjeet of the breach, and the circumstances of the breacb.
Carriers shall retain the record for a minimum of2 years.

The Company lIas policies alldprocedures ill place to ensure compliunce witll Rule 64.2011. When It is
reasonably determ/1led that a breacll has occurred, tile CPNI Compliance Officer will not/fjl law
enforcement and lis customer In tlze reqUired tlmejl'ames. A record oftl..breaclt will be maintainedfor
a mluimum Of two years and will Include all Information required by Rille 64.2011.
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